DEPARTMENT OF NATURAL RESOURCES

HUMAN RESOURCES POLICY NO.: 20

EFFECTIVE DATE: MARCH 10, 2020

SUBJECT: DIGITAL ID SIGNATURES — EXECUTION AND ROUTING
AUTHORIZATION: THOMAS F. HARRIS, SECRETARY

I. POLICY

In accordance with Louisiana Revised Statutes (R.S.) 9:2601 et seq., the
Department of Natural Resources (DNR) authorizes and requires the use of digital
ID signatures in lieu of traditional, ink signatures for purposes of securing
Departmental approvals for human resources-related matters.

II. PURPOSE

The purpose of this policy is to provide for the manner, format and security
control procedures by which digital ID signatures are accepted.

ITI. APPLICABILITY

This policy applies to all human resources forms formatted for the use of digital
ID signatures. ‘

IV. PROCEDURES

The manner in which DNR accepts electronic signatures is by use of a digital ID
signature through the Adobe software suite. Upon creation of a personalized
digital ID signature, the individual assigns a password to ensure its security. The
individual is subsequently required to enter the password each time their digital
ID signature is applied to a human resources form. See the attached Quick Sheet
for instructions regarding how to create and insert a digital ID signature into a form.

To execute and route a human resources form for digital ID signatures:

1. The individual initiating the form:
a. Completes the form as appropriate, ensuring the accuracy of the
information entered;
b. Affixes their digital ID signature;
c. Saves the form;
d. Forwards the form by email to the next person from whom an
approval is required.



2. The next person reviews the form for accuracy, and if approved, affixes
his/her digital ID signature. The form is again saved and routed using the
same email chain to the next approval step, cc:'ing those individuals that
have already inserted their digital ID signatures, so that all parties
involved are aware of the routing status of the form.

3. This process shall continue, using the same email chain, until digital ID
signatures have been secured by all appropriate parties.

4. Once digitally signed by all parties, the form is forwarded using the same
email chain to Human Resources for processing.

NOTE: The use of the same email chain throughout the routing/approval
process is important, as it serves as an additional security measure for
purposes of authenticating the digital ID signatures.

All human resources forms for which digital ID signatures are available must be

submitted in this manner. The printing and physical routing of forms for
traditional, ink signatures using “signature” folders shall no longer be acceptable.

V. EXCEPTIONS

Exceptions to this policy require the approval of the Secretary and may only be
approved on a case-by-case basis.

VI. QUESTIONS
Questions concerning this policy should be directed to the Human Resources

Division.
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